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1
Decision/action requested

SA3 is kindly asked to approve the added security assurance requirement and related test case for SCAS MnF.
2
References

NA
3
Rationale

This contribution adds security requirements and the corresponding test cases to 33. 526 to assure the data is properly protected.
4
Detailed proposal

*************** 1st Change ****************
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TS 33.117: "Catalogue of general security assurance requirements"
[3]
3GPP TR 33.926: "Security Assurance Specification (SCAS) threats and critical assets in 3GPP network product classes".
[xx]
3GPP TS 28.533: "Management and orchestration; Architecture framework".
[yy]
3GPP TS 33.310: "Network Domain Security (NDS); Authentication Framework (AF)".

[zz]
3GPP TS 33.210: "Network Domain Security (NDS); IP network layer security".
*************** End of Change ****************
*************** 2nd Change ****************
4.2.1.X1 
Protection of data transported between Management functions
Requirement Name: Protection of data transported between Management functions.
Requirement Reference: TBA

Requirement Description: As specified in clause 5.1.2 in TS 28.533 [xx], the interactions between the management service producer and management service consumer follows one of the three following paradigms, i.e. "Request-response", "Subscribe-notify", "Connect-streaming". Therefore, confidentiality, integrity and reply protection is required from the security point of view.

Security Objective Reference: TBA

TEST CASE: 

Test Name: TC_MnF_DATA_PROTECTION
Purpose: 

Verify that the transported data between two Management functions is confidentiality, integrity and replay protected.
NOTE: If interfaces between two Management functions are trusted (e.g. physically protected), this test case is not applicable
Procedure and execution steps:

Pre-Condition: 
· Management function is connected in simulated/real network environment.

· Network product documentation stating which security protocols for protection of data in transit are implemented and which profiles in TS 33.310 [yy] and TS 33.210 [zz] are applicable is provided by the vendor
· For TLS/DTLS, the tester shall base the tests on the profile defined by 3GPP in TS 33.310 [yy] and TS 33.210 [zz]. For protocols, for which 3GPP did not define a security profile, e.g. SSH, the tester shall base the tests on a widely recognised and publicly available security profile.

Execution Steps:

The requirement mentioned in this clause is tested in accordance to the procedure mentioned in clause 4.2.3.2.4 of TS 33.117 [2].

Expected Results:

The data transported between two Management functions is confidentiality, integrity and replay protected.
Expected format of evidence:
Evidence suitable for the interface, e.g., evident can be presented in the form of screenshot of packet capture.
*************** End of Change ****************

